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Abstract.  This independent study is a comparative study on privacy impact  

assessment metrics on multi- domain transactional processing:  case study of  

Registration Office, Chiang Mai University. a privacy impact assessment should 

be conducted on which personal data, and what the high-risk data are, in order to 

guide other entities that have multi- domain linkage for doing a DPIA ( Data  

Protection Impact Assessment)  on high- risk data to ensure the security of  

personal infor-mation Including the storage and management of various personal 

info-mation appropriately. The researcher used the three tools, which include GS1 

tool, iPIA tool, and SPIA tool, and conducted a DPIA using the ISO-IEC-27001-
2013 Standard Framework and NIST Cybersecurity Framework to be guidelines 

for designing the specified DPIA. 
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1 Introduction 

1.1 Background and Significance of the Problem 

The development of modern technology in Thailand is currently growing rapidly, 

which enable people to access the information of each other more comprehensively and 

quickly.  As the number of channels to access personal data increases, the risk of data 

security breaches is also increasing.  A Data Protection Impact Assessment (DPIA)  [1] 
aims to systematically minimize the data protection risks arising from access to  

personal data. It also reduces the likelihood of any mistake or any action that is contrary 

to or inconsistent with the law in processing personal data made by data controllers and 

data processors.  There are a variety of tools available to conduct a DPIA, such as GS1 

tool [ 2] , iPIA tool [ 3] , SPIA tool [ 4] , etc.  As for Thailand, it specifies that data  
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controllers both government entities and businesses are subject to the Personal Data 

Protection Act B. E.  2562 ( 2019)  [ 5] .  It is a law that grants rights of data subjects,  

establishing standards of keeping personal data safe and being used for the purpose 

according to the consent given by the data subject.  The act was published in the Royal 

Gazette on May 27, 2019 and currently has been postponed to be fully enforced on June 

1, 2022. 
Chiang Mai University has continuously complied with the Personal Data  

Protection Act, B.E. 2562 (2019) in order to ensure personal data security, including 

storing and managing personal data properly. It has a transactional processing system, 

which uses a computer to process various transaction data to obtain information to  

support daily operations. This results in better operational efficiency [6] and a 

 multi-domain system, with a shared resource [7], such as connecting through API 

(Application Programing Interface). It made the researcher realize the significance of 

gaining access to personal data. This study is a comparative study on privacy impact 

assessment metrics on multi-domain transactional processing: case study of  

Registration Office, Chiang Mai University. That is, a privacy impact assessment 

should be conducted on which personal data, and what the high-risk data are, in order 

to guide other entities that have multi-domain linkage for doing a DPIA on high-risk 

data. 

1.2 Objectives of the Study 

To conduct a comparative study on privacy impact assessment metrics according to 

the Personal Data Protection Act, B.E. 2562 (2019) on multi-domain transactional  

processing of Registration Office, Chiang Mai University. 

1.3 Scope of the Study 

Since the data of Registration Office, Chiang Mai University was considered  

personal data, there were limitations in terms of requesting permission for data usage. 
The researcher designed the assessment and had the experts or relevant parties carried 

out the assessment of high-risk data. Thus, there was no requesting permission for  

personal data usage from using such database. The researcher used only the data of 

Registration Office, Chiang Mai University. the tools used, which include GS1 tool, 

iPIA tool, and SPIA tool. Presenting analysis results with Microsoft Power BI. 

1.4 Methodology of the Study 

The research designed methodology of the study by following steps:  First, asking 

for permission to use the data from Registration Office, Chiang Mai University  

according to the Personal Data Protection Act, B.E. 2562 (2019). Next, collecting  

accessible data. Then, preparing data. Understanding the data for an analysis in order to 
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conduct a DPIA. After that studying the tools used, which include GS1 tool, iPIA tool, 

and SPIA tool. Conducting a DPIA using the ISO-IEC-27001-2013 Standard Framework 

and NIST Cybersecurity Framework to be guidelines for designing the specified DPIA. 
Then, using the assessment tools to analyze the specified DPIA. Comparing the analysis 

results based on using the three tools. Summarizing the results for which data should be 

conducted a DPIA and of which is high-risk data. Next, presenting the analysis results 

to stakeholders using a focus group with executives and relevant personnel of  

Registration Office, Chiang Mai University. Finally, preparing documents, and submit 

the complete documents. 

1.5 Expected Benefits 

To be as a guideline for a comparative study on privacy impact assessment metrics 

according to the Personal Data Protection Act, B.E. 2562 (2019) on multi-domain  

transactional processing in performing a DPIA on high-risk data. 

2 Literature Review 

2.1 Basic Steps and Principles of Conducting a DPIA (Data Protection 

Impact Assessment) 

The basic steps and principles of conducting a DPIA are governance and early 

warning mechanisms. The aim is to identify potential negative impacts and mitigate 

potential risks to personal data. Under the Personal Data Protection Act, B.E. 2562 

(2019), a DPIA should be conducted where data processing is likely to result in a high 

risk to the rights and freedoms of individuals, such as: 

- Automated processing for profiling purposes and similar activities that have a 

legal impact or a similarly significant impact on the data subject. 

- Processing on a large scale of special categories of personal data, such as  
revealing racial origin, political opinions, and similar data, or relating to  

criminal convictions and offences. 

- A systematic monitoring of a publicly accessible area on a large scale. 
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Figure 1 shows the basic steps and principles of conducting a DPIA [8] 

2.2 Privacy Impact Assessment Tools 

The researcher used three tools for a privacy impact assessment: GS1 tool, iPIA tool, 

and SPIA tool.  
2.2.1 GS1 (GS1 Privacy Impact Assessment Tool (2012)) [2] 

The Global Language of Business developed a software application intended 

to help European companies in a privacy risk assessment. Risk assessment is used 

for privacy risks. Scope risks are defined, including probability, impacts, and  

efficiency control according to equation. 
Risk = Impact x Likelihood - (C1 + C2 + C3 + C4 + C5) 
(If a risk score of GS1 is negative, define the risk score of GS1 to zero.) 
Risk likelihood and impact scores will be categorized into a scale of 1-5 (risk 

does not occur, risk may occur occasionally, risk occurs occasionally, risk occurs, 

and risk highly occurs respectively). The following table shows impact, probability, 

and efficiency control which are defined for scoring techniques used in GS1 tool.  

Table 1. the likelihood score of the GS1 tool 

Score Likelihood 

5 It is very likely that this risk will occur in the organization 
4 It is likely that this risk will occur in the organization 
3 This risk may occur in the organization 
2 It is very unlikely that this risk will occur 
1 It is unlikely that this risk will occur 
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Table 2. the impact score of the GS1 tool 

Score Impact 

5 The impact to the data subject will be highly detrimental and cause residual effects to the organization 
4 The impact to the data subject will be detrimental and cause residual effects to the organization 
3 The impact to the data subject will be minor and cause some residual effects to the organization 
2 There could be minor impact to the data subject with some residual effects to the organization 
1 There would be no impact to the data subject with no residual effects to the organization 

Table 3. the control effectiveness 

Score Control effectiveness 

5 Risk mitigation strategy or control process in place – proven highly effective in the previous 12 months 
4 Risk mitigation strategy or control process in place – proven effective in the past 6 months 
3 Risk mitigation strategy or control process in place – proven largely effective 
2 Risk mitigation strategy or control process recently implemented - effectiveness is questionable or unknow 
1 Risk mitigation strategy or control process is not in place or is under development 

 

2.2.2 iPIA (The Intelligent Privacy Impact Assessment tool) [3] 
The iPIA tool was developed by the Institute for Management Information 

Systems at the University of Vienna. It is a privacy risk assessment based on two 

perspectives as shown in the table. 

Table 4. scoring techniques used in the iPIA tool 

Category Subcategory Score 

Operator perspective 
Impact on reputation and brand value Low, Med, High 

Financial loss 

Consumer perspective  

Social standing 

Financial well being 

Personal freedom 
Overall category  

 

Regarding Table 4, scope risks are defined, which include: 
- An operator’s perspective, such as reputational risks and financial loss.  
- A data subject’s perspective, such as social status, financial well-being, 

freedoms of individuals. 
Risk likelihood and impact scores will be categorized into a scale of 1-5 (risk 

does not occur, risk may occur occasionally, risk occurs occasionally, risk occurs, 

and risk highly occurs respectively). The following table shows impact, probability, 

and efficiency control which are defined for scoring techniques used in iPIA tool. 
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Table 5. the likelihood score of the iPIA tool 

Score Likelihood 

5 The impact to the data subject will be highly detrimental and cause residual effects to the organization 
4 The impact to the data subject will be detrimental and cause residual effects to the organization 
3 The impact to the data subject will be minor and cause some residual effects to the organization 
2 There could be minor impact to the data subject with some residual effects to the organization 
1 There would be no impact to the data subject with no residual effects to the organization 

Table 6. the impact score of the iPIA tool 

Score Impact 

5 Risk mitigation strategy or control process in place – proven highly effective in the previous 12 months 
4 Risk mitigation strategy or control process in place – proven effective in the past 6 months 
3 Risk mitigation strategy or control process in place – proven largely effective 
2 Risk mitigation strategy or control process recently implemented - effectiveness is questionable or unknow 
1 Risk mitigation strategy or control process is not in place or is under development 

 

2.2.3 SPIA (Signaling Pathway Impact Analysis) [4] 
The SPIA tool was developed by Penn Medicine and other departments at the  

University of Pennsylvania. It is a privacy risk assessment. This tool has two risk scores 

for threat scenarios: predefined and current states. 
Risk = Probability * Consequences 

Risk probability and consequences scores will be categorized into a scale of 0-5. 
(Risk does not occur, risk may occur occasionally, risk occurs occasionally, risk  

occurs, and risk highly occurs respectively). 
As for defining a data security policy and procedures, and risk management through 

specified controls, the outstanding benchmarks for policy monitoring and corrective 

actions and best practices include: 
- Computer policies and practices. 
- Data security best practices. 
- Acceptable use policy on electronic resources. 
- Policy on unauthorized copying of copyrighted materials. 
- Policy on computer disconnection from PennNet. 
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Table 7. the probability score of the SPIA tool 

Score Probability 

5 The event is expected to occur in most circumstances Consequence 
4 The event will probably occur at some time 
3 The event should occur at some time 
2 The event could occur at some time, but probably will not 
1 The event would only occur under exceptional circumstances 
0 Threat does not apply to this application / database 

Table 8. the consequences score of the SPIA tool 

Score Consequences 

5 
Comprehensive impact on ability to plan and conduct business activities with total disruption in customer service,  
operational efficiency and staff morale. Devastating financial or political impact 

4 
Major impact on ability to plan and conduct business activities with significant  reduction in customer service,  
operational efficiency and staff morale. Considerable financial or political impact 

3 
Medium impact on ability to plan and conduct business activities with a moderate reduction in customer service,  
operational efficiency, and staff morale. Some financial or political impact is experienced. 

2 
Minor impact on ability to plan and conduct business activities with minimal  reduction in customer service,  
operational efficiency and staff morale. Minimal financial or political impact. 

1 
Negligible impact on ability to plan and conduct business activities with minimal reduction in customer service,  
operational efficiency and staff morale. Very limited, or no financial/political impact 

0 Threat is not applicable to this application 

2.3 Assessment in Analyzing the Specified DPIA 

The researcher chose to use the assessment in analyzing the specified DPIA. This 

assessment classifies the risk scores into the following 5 levels: very low risk, low risk, 

medium risk, high risk, and very high risk, respectively. 
 

 
Figure 2 shows degree of risk or risk level [11]. 
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Figure 3 shows data risk classification and a graph showing impact trends. 

 

Three tools were used for a privacy impact assessment: GS1 tool, iPIA tool, and 

SPIA tool to conduct analysis results on privacy using the average score of the privacy 

impact assessment, and the results were presented in Power BI. Since the DPIA data 

used in the study is large data, it is much simpler to visualize it using Power BI, enabling 

to drill down to the data or filter the data as necessary. For example, the assessment 

results using the three types of privacy impact assessment tools, which include GS1tool, 

iPIA tool and SPIA tool, were chosen to compare the scores of each assessment aspect 

of the specified DPIA data. 
This comparative study on privacy impact assessment metrics on multi-domain 

transactional processing: case study of Registration Office, Chiang Mai University was 

expected to be as a guideline for other entities that have multi-domain linkage for doing 

a DPIA on high-risk data as follows: 
1) Scope of the study 

2) Research methodology 

3) Tools used in the study 

4) Research facilities/sites 

3 Data and Methodology 

3.1 Tools Used in the Study  

- Calculations performed by Microsoft Excel will be used in risk assessment. 
- Data collection in Microsoft Excel or CSV. 

3.2 Research Sites 

- Registration Office, Chiang Mai University 

- Faculty of Engineering, Data Science Program, Chiang Mai University 
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4 Results 

From Comparative Study on Privacy Impact Assessment Metrics on Multi-domain 

Transactional Processing: Case Study of Registration Office, Chiang Mai University 

Table 9. shows the details of assessors. 

Pre/Gap Assessment  

Standard Defines DPIA based on standards. ISO-IEC-27001-2013 and the NIST Cybersecurity Framework. 

Audit date(s) 2/2/2023 

Auditor(s) name 
Deputy Director and Computer Network/Information System Administrator of Registration Office,  
Chiang Mai University 

 

Client Information  

Company name: Registration Office, Chiang Mai University 

Company address: 239 Huay Kaew Road, Suthep Subdistrict, Mueang District, Chiang Mai 50200 

Contact person: Deputy Director of Registration Office, Chiang Mai University 

Email: dussadee.p@cmu.ac.th 

 

4.1 Risk Assessment from the Specified DPIA Using GS1 Tool 

As for the results of risk prioritization using GS1 tool, they were all above 80%, with 

the results in the range of 0.00 - 4.86. Risk priority given to creating a process to deal 

with anomalies that occurred and creating a process to enable business continuity and 

restore the system to its previous state was in the top priority, which was 100%. It was 

followed by 99.41 % for risk management, 92.78 % for data protection system in an  

organization, and 84.48 %, which was in the least priority, for anomaly detection. 
The findings of the risk assessment carried out with GS1 tool ranged from  

0.00 - 0.48, indicating that the risks were all extremely low. Anomaly detection had the  

highest risk assessment result, coming in at 0.48, followed by the risk management, 

which was 0.13. The risk assessment results of creating a process to deal with anomalies 

that occurred was 0.10, of data protection system in an organization was 0.08, and of 

creating a process to enable business continuity and restore the system to its previous 

state was 0.00, which was the lowest risk. The assessment summary of GS1 tool is 

shown in Tables 10. 
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Table 10. shows an assessment summary of GS1 tool. 

DPIA Likelyhood Impact % Compliance GS1 

1. Identify (ID) very low very low 99.41 0.13 

2. Protect (PR) very low very low 92.78 0.08 

3. Detect (DE) very low very low 88.48 0.48 

4. Respond (RS) very low very low 100.00 0.10 

5. Recover (RC) very low very low 100.00 0.00 

4.2 Risk Assessment from the Specified DPIA Using iPIA Tool 

All of the results of risk prioritization using iPIA tool were at a high level of more 

than 80%, with the results in the range of 0.00 - 4.86. Risk priority given to creating a 

process to deal with anomalies that occurred and creating a process to enable business 

continuity and restore the system to its previous state was in the top priority, which was 

100%. It was followed by 99.41 % for risk management, 92.78 % for data protection  

system in an organization, and 84.48 %, which was in the least priority, for anomaly 

detection. 
All findings of the risk assessment carried out with iPIA tool were low and  

extremely low, which ranged from 1.98 - 4.86. The assessment result of low risk level 

included creating a process to enable business continuity and restore the system to its 

previous state, which had the highest risk assessment result, coming in at 4.86. It was 

followed by the risk of creating a process to deal with anomalies that occurred, which 

was 4.40. As for the assessment results of extremely low risk level, anomaly detection 

came in at 2.33, data protection system in an organization was 1.98, and the risk  

management was 0.48, which had the lowest risk assessment result. The assessment 

summary of iPIA tool is shown in Tables 11. 

Table 11. shows an assessment summary of iPIA tool. 

DPIA Likelyhood Impact % Compliance iPIA 

1. Identify (ID) very low very low 99.41 0.48 

2. Protect (PR) very low very low 92.78 1.98 

3. Detect (DE) very low very low 88.48 2.33 

4. Respond (RS) very low low 100.00 4.40 

5. Recover (RC) very low low 100.00 4.86 

4.3 Risk Assessment from the Specified DPIA Using SPIA Tool 

All findings of the risk assessment carried out with SPIA tool were low and  

extremely low, which ranged from 2.00 - 4.18. The assessment result of low risk level 

included applucatoion which had the highest risk assessment result, coming in at 4.18. 
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As for the assessment results of extremely low risk level, Users and Data was 2.82, 
Physical was 2.00, Network was 3.00, Platform was 2.10, PennKey - Identity and Access 

Management was 2.31, Active Directory - Identity and Access Management was 2.25, 

and Governance, Risk and Compliance was 2.18, which had the risk assessment result. 
The assessment summary of SPIA tool is shown in Tables 12. 

Table 12. shows a summary of risk assessment using SPIA tool. 

Category  Probability Consequences SPIA 

1. Users and Data  very low very low 2.82 

2. Physical  very low very low 2.00 

3. Network  very low very low 3.00 

4. Platform  very low very low 2.10 

5. Application  very low low 4.18 

6. PennKey - Identity and Access Management  very low very low 2.31 
7. Active Directory - Identity and Access Management  very low very low 2.25 
8. Governance, Risk and Compliance  very low very low 2.18 

4.4 The Chart Presents a Comparison of Risk Assessment Results Using 

GS1 tool, iPIA tool, and SPIA Tool from the Specified DPIA. 
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Figure 4 shows a comparison of risk assessment results using GS1 tool, iPIA tool, 

and SPIA tool from the specified DPIA. 
 

According to Figure 4, it shows a comparison of risk assessment results using GS1 

tool, iPIA tool, and SPIA tool from the specified DPIA as follows: 
- The use of the GS1 tool demonstrated the lowest risk score because efficiency 

control scores were taken into the computation. When risk control measures 

were implemented, the risk or damage could be mitigated. 
- Using iPIA tool took into account an operator's perspective. Therefore, the risk 

score was higher than when using GS1tool as it recognized the likelihood that 

threat scenarios would occur as well as impact level that directly affected an 

operator. 
- SPIA tool was used as a privacy risk assessment. This tool has two risk scores 

for threat scenarios: predefined and current states. If a predefined risk  

management on any aspect of the DPIA was planned, the score clearly would be 

very high. 
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Figure 5 shows the details of risk assessment and risk control by assessors using GS1 

tool from the specified DPIA. 
 

According to Figure 5, it shows the details of risk assessment and risk control by 

assessors using GS1 tool from the specified DPIA. The use of GS1 tool demonstrated 

the lowest risk score because efficiency control scores were taken into the computation. 
When risk control measures were implemented, the risk or damage could be mitigated . 
The assessors had risk control measures, which can be seen in detail by drilling down 

to the data or filtering the data as shown in the figure. 
Regarding the assessment to conduct a comparative study on privacy impact  

assessment metrics according to the Personal Data Protection Act, B.E. 2562 (2019) on 

multi-domain transactional processing of Registration Office, Chiang Mai University, 

and presenting the analysis results with Microsoft Power BI using a focus group with 

executives and relevant personnel of Registration Office, Chiang Mai University, this 

chapter will present a summary of the study results, problems and obstacles arising 

during the study and recommendations for future development and improvement. 

5 Discussion and Conclusion 

5.1 Summary of the Study Results 

According to this independent study, in accordance with guidelines for a  

comparative study on privacy impact assessment metrics according to the Personal Data 

Protection Act, B.E. 2562 (2019) on multi-domain transactional processing in  

performing a DPIA for high-risk data, it then can be interpreted into metrics. The  

researcher carried out the assessment using GS1 tool, iPIA tool, and SPIA tool, offering 

a privacy risk metric in which a risk score enables the progress in mitigating privacy 
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risks during system development to be measured quantitatively. As for risk measures, 

potential risks and impacts was used, except for the risk assessment from GS1tool,  

controllers were used to assess risk scores as well. The risk scores were calculated using 

all the three tools. The weights and magnitudes of all impacts were equally used in the 

assessment. However, the magnitude of the impacts could have different weights  

depending on the situation. 
A comparison of the results with those of other relevant studies: When comparing 

the results of the privacy impact assessment with other studies using the same  

assessment tools, the results included the following: 
- Using GS1 tool for relevant research. For example, Thai Health Database  

Integration [13] used GS1 tool to assess the health device risk. The devices with 

privacy risks were grouped according to specified criteria, which were  

categorized into low, moderate and high-risk groups. Standardized controls for 

risk mitigation were also used the same as in this independent study. If the risk 

assessment score is high, immediate action must be taken to mitigate the risk.  
- Using iPIA tool. The Institute of Management Information Systems, the  

University of Vienna [10] carried out a privacy risk assessment by having  

operators and data subjects to be assessors. If the risk assessment score is high, 

immediate action must be taken to mitigate the risk. 
- Using SPIA tool for relevant research, such as the privacy risk assessment of the 

Information Security Special Program [4] to improve the University of  

Pennsylvania data protection. It was divided into three categories according to 

sensitivity level of data: low, moderate, and high. In the event that it is high, the 

university is required to report to the government and/or notify an individual if 

the data was accessed inappropriately. 
Therefore, the researcher believed that the assessment using SPIA tool is most  

suitable for a comparative study on privacy impact assessment metrics on multi-domain 

transactional processing: case study of Registration Office, Chiang Mai University  

because it has a comprehensive DPIA and is designed specifically for privacy impact 

assessments in university work. 
A summary of the results and a comparison of risk acceptance criteria.  

Determining threshold criteria from relevant research related risk acceptance criteria, 

the risk assessment scores are at an extremely low to moderate level. If the risk  

assessment score is high and extremely high, a risk management plan must be prepared 

urgently and risk management is carried out in the next stage. 

5.2 Problems and Obstacles 

According to this independent study, the problems and obstacles encountered can 

be classified as follows: The assessment process for a comparative study on privacy 

impact assessment metrics according to the Personal Data Protection Act, B.E. 2562 
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(2019) on multi-domain transactional processing of Registration Office, Chiang Mai 

University. Assessors were mainly the ones who filled out the assessment form.  
Assessment with a large amount of data required careful analysis and considerable time. 
Comparing the specified DPIA with assessments from other assessors may  

result in different assessment results. As for the limitation of this independent study, the 

researcher used only the data of Registration Office, Chiang Mai University. It is  

possible that the results will be different if the risk assessment is applied to other  

populations. Assessors only used GS1 tool, iPIA tool, and SPIA tool to analyze the 

specified DPIA. If other risk assessment tools are used, different results may be  

obtained. 

5.3 Comments and Recommendations 

The risk assessment carried out by the 3 tools using the same weights, and  

magnitudes of all impacts were equally used in the assessment. However, the  

magnitude of the impacts could have different weights depending on the situation. For 

example, consider a circumstance where CCTV cameras are used in a company. If the 

cameras were placed around the bathroom, it could violate customer privacy. Weighting 

for 'disclosure' should be higher than the assessment from other CCTV  

cameras. Thus, in the future, proper weights and magnitudes of impacts should be  

decided to include magnitudes of impacts along with assigning appropriate weights to 

the assessment. Interested parties should study further to find other risk factor variables 

used in the study to cover all risk factors. Also, external risk factors should be assessed 

to cover all types of privacy risks that will occur. GS1tool, iPIA tool, and SPIA tool 

were used in this independent study to analyze the specified DPIA. Subsequent users 

may need to modify the tool and make the DPIA more suitable. As for the development 

of privacy risk assessment criteria, it should be adjusted to suit the data being assessed 

because the researcher used only the data of Registration Office, Chiang Mai  

University. 
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